GenCyber 2024 Pre-Camp Engagement

1: Review the NICE Framework Work Roles and KSAs

2: Review RPi Videos and Documentation

3. Complete the GenCyber Survey




NICE Framework Work Roles and KSAs

e Created by NIST (National Institute of Standards and Technology).

e Uses a common language to define and organize different jobs (Work Roles)
in cybersecurity.

e Describes what knowledge (K) and skills (S) and abilities (A) are needed for
these roles.

e Helps make sure that everyone in cybersecurity can talk to each other and
understand each other.

e Important for training people and making sure they are ready to do cyber
security jobs well.

° (with all work roles to explore)


https://niccs.cisa.gov/workforce-development/nice-framework
http://dontchangethislink.peardeckmagic.zone?eyJ0eXBlIjoiZ29vZ2xlLXNsaWRlcy1hZGRvbi1yZXNwb25zZS1mb290ZXIiLCJsYXN0RWRpdGVkQnkiOiIxMDMwOTkyNTU4OTY3MjQ1OTUzNzEiLCJwcmVzZW50YXRpb25JZCI6IjFaSmpyQ3NiTUM0WllfWkRPSUlQUlhLSjhwZ2JLNlltdEk1SGVudmFLWDdNIiwiY29udGVudElkIjoiY3VzdG9tLXJlc3BvbnNlLWVtYmVkZGVkV2Vic2l0ZSIsInNsaWRlSWQiOiJnMmU4NGI1YjAxYmRfMl82MiIsImNvbnRlbnRJbnN0YW5jZUlkIjoiMVpKanJDc2JNQzRaWV9aRE9JSVBSWEtKOHBnYks2WW10STVIZW52YUtYN00vOWFkNjAxNzQtNDY1ZC00YmZhLTlkZjYtMWUxZmUxNzhlNTUzIn0=pearId=magic-pear-metadata-identifier

Key Work Roles

Click each work role title to find out more:

: This role involves finding gaps in information gathering and access, which can be closed using cyber
collection/preparation. It uses approved tools and techniques to enter specific computer networks.

: This role involves checking the security of new or existing computer programs and software to
find any problems and give clear advice on what to do next.

: This role involves looking at data from different cybersecurity tools to reduce risks.

: This role involves creating and managing parts of a computer system while following rules about
security. It includes installing and updating hardware and software, managing user accounts, backing up and recovering
information, and making sure security measures are in place.

: This role involves studying digital clues from computer security problems to find helpful
information that can fix weaknesses in systems and networks.

: This role involves creating and improving applications and tools that use artificial intelligence. Your goal
is to make sure these programs help achieve important goals effectively.


https://niccs.cisa.gov/workforce-development/nice-framework/work-role/exploitation-analysis
https://niccs.cisa.gov/workforce-development/nice-framework/work-role/software-security-assessment
https://niccs.cisa.gov/workforce-development/nice-framework/work-role/defensive-cybersecurity
https://niccs.cisa.gov/workforce-development/nice-framework/work-role/systems-administration
https://niccs.cisa.gov/workforce-development/nice-framework/work-role/digital-forensics
https://public.cyber.mil/dcwf-work-role/ai-ml-specialist/
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https://trycyber.us/

TRY CYBER Challenges for Work Roles

Click the corresponding pictures on the site

to do a challenge for each work role Systems Administrator:

Exploitation Analyst: Systems Administrator
Difficulty: Yy
Vulnerability Assessment Analyst Mentor Assist Skyla in managing system privileges by adding users to privileged groups.
Difficulty: ¥¥ ¥ [NICE Framework T0144]
Help ltzel perform a security audit on one of the university's workstations. [NICE g
Framework T0549]

Cyber Defense Forensics Analyst:

Secure Software Assessor:
Forensics Analyst

Technical Support Specialist Adv. pento DIfficalty: pro

Help Indigo scan digital evidence for malicious software. [NICE Framework T0285]

Difficulty: ¥ Y¥
Help Tomas resolve support tickets related to locked user accounts. [NICE i
Framework T0468]

Cyber Defense Analyst: Al/ML Specialist:

Mentor
Cyber Defense Analyst Data Analyst
Difficulty: Yy ¢ ¥ & Difficulty: ¥ Y¥
Assist Noah in analyzing suspicious network traffic and identifying threats. [NICE / Help Ivy identify troubling trends in the intrusion prevention software's logs. [NICE

Framework T0023] (s Framework T0349]

Mentor

Mentor

Mentor

#



TRY CYBER Navigation
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You can interact with your cyber work role mentor via a
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Raspberry P1 Videos and Documentation

Click each link to review the following documentation:

Here's the link if you want to explore more:



https://www.raspberrypi.com/documentation/computers/getting-started.html
https://www.raspberrypi.com/documentation/computers/os.html
https://www.raspberrypi.com/documentation/computers/raspberry-pi.html
https://www.raspberrypi.com/documentation/
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GenCyber Pre-Engagement Survey

Complete the survey to show what you learned

kida.ibe@gmail.com
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What is your full name? *

Which cybersecurity roles interested you the most? (List your top 3) *

Name one Knowledge, one Skill, and one Ability for Exploitation Analysis
(Exploitation Analyst)
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Name one Knowledge, one Skill, and one Ability for 1 Software Security
Assessment (Software Security Assessor).
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https://docs.google.com/forms/d/e/1FAIpQLSeduDZR3aU4VZ2n2fm5IEZU152sRRzxbwjpKTt3K1N1UpkLog/viewform?usp=sf_link
https://docs.google.com/forms/d/e/1FAIpQLSeduDZR3aU4VZ2n2fm5IEZU152sRRzxbwjpKTt3K1N1UpkLog/viewform?usp=sf_link

